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Purpose of this document

This document contains some questions that should be answered by a concept for access control on fedora objects.
Questions for Concept Evaluation
General Questions

· Explain the concept with < 1500 Words.

· How is ensured that an owner has some rights on newly created objects?

Questions on the functionality:
Each of these questions should be answered with a GUI sketch and an explanation on what happens under the hood.
Owner
· How can an owner make a fedora object R|U|D for a specific group?

· How can an owner make a data stream R|U|D for a specific group?

· How can an owner make an object public R|U|D? 

· How can an owner edit an existent policy? (e.g. add a group)

· How can an owner reuse a policy he defined for another resource?
· How is ensured that an owner can create only policies that have effect only on his objects?

· How can an owner know if his policy has an effect and is not overruled by another policy?
· How gets an owner a overview of the access rights he has defined among his objects?

· How can an owner change policies for many objects with a low amount of work?
· How are the following scenarios possible with the concept?
· Scenario 1: An academic published answers to exam question and wants his student to access them after May 15, 2006
· Scenario 2: A group of objects (i.e. research paper, data) is deposited in the repository for a specific group of user. Adding another object in that group will meet the same access condition to all the objects within that group.
· Scenario 6: An academic deposits a group of object containing Student info, Course info, lecture notes and exam questions. He wants student to access only course information and lecture notes. 
· Scenario 8: Sally allows Matt, member of another institution to read her research paper.
· Scenario 9: Allow member of other institution to search and view metadata, but not to download the actual object.
· Scenario 10: All members of a group can share and read an object, but only one of them can edit/update it.
· Scenario 11: Allow user to read the thesis paper 'love of bird', if they are member of a particular group.
Librarian
· How can a librarian make a collection of fedora objects R|U|D for a certain group?
· How can a librarian create policies that overrule user policies?
· How can a librarian specify who is allowed to create fedora objects?

· How are the following scenarios possible with the concept?

· Scenario 3: An institution member can read all published objects.
· Scenario 4: Thesis can be made public for comment to all academic staff for six weeks after the publish date.
· Scenario 12: Create a policy so that thesises can’t be edited by owners.
Sharing Access Control Collections
An Access Control Collection (ACC) is a collection which contains resources, a policy, a set of managers and a set of editors.
Sharing ACCs is a requirement that is driven by following scenario:

A project manager creates an ACC acc with a policy p that allows project related people to view the documents contained in acc. 

He explains to his team that acc should be used for project documentation.

As the time goes more people are involved in the project. To make project documentation available for them the secretary of the project manager adds all new people as readers to acc’s p.
In order to allow his team to add resources to the acc the project manager makes the team editors of the acc. In order to allow his secretary to change the policy p he makes her a manager of acc.
Who can change policy p?

managers of acc

How can user u become manager of ACC p?

u created p 

or u is made manager by another manager of p.

How can a manager m be removed from an ACC?

manager m can remove himself

What is the condition to assign/remove resource r to/from acc?

The assignee needs to be owner of r and editor of p.

How can a user u become editor of an ACC?

A manager needs to make him an editor.

How can an editor be removed from an ACC?

by himself or by an manager

Access Right Definitions:

User 

manager(

XACML questions
It is assumed that XACML will be used for implementation.
Policy Organization
· How many root policySets are possible?

· If more than one root policySet is possible, how is assured that only one is applicable? If more than one is applicable, which combining algorithm is used?
· What is the structure of the policySets?

· Which targets are used for the policySets and policies?

· What are the combining algorithms of the policySets and policies?

· Who can change which policySets and policies?

XACML Request

· What are the possible subjects attributes? How are they resolved?
· What are the possible actions attributes? How are they resolved?
· What are the possible resources attributes? How are they resolved?
· What are the possible environments attributes? How are they resolved?
Others

How often is the Policy changed?

How is the PAP updated with changed Policies?

Architecture

· What are the modules? 
· How do they interact?
· What are the responsibilities of the modules? 
· What does the access control component require from other repositories if it shall be used with them?

Performance

· How does the performance of access decisions scale with the number of policies?
· (possible answer: The efficiency of a policy access decision is O (log n). (n=number of all policies))
Flexibility

· Is it possible to reuse the modules for access control in other environments than the fedora repository?

Implementation

· Which modules require which and how much work? 
· What are the difficulties/risks?

Maintaining
· How is the system cleaned up when a user is removed?

· How is auditing of the security policies done?

Roles
A User is someone who accesses resources.
An Owner is a User who has a special relationship to a subset of fedora objects. (e.g. author)
A Librarian is a person that can create policies on all fedora objects.
Glossary

The Fedora Repository is a system for managing objects. These objects are called fedora objects. Fedora objects can contain multiple data streams.

A resource is a digital object or a data stream. It has a number of resource attributes.
An action describes how a resource might be accessed  (E.g. create, read, update, delete).
A subject is every system (normally a human) that interacts with the Fedora Repository. A subject has a number of subject attributes (E.g. group).

The environment carries attributes like time and location.

A policy defines access rights of subjects on a resource and is a function with the signature: subject x action x resource x environment -> Boolean
A policy repository contains a number of policies. 

An access request is a triplet of subject, action and resource.
An access request decision is the evaluation of an access request against all policies in the policy repository.

A resource is accessible by a subject, if the subject can perform an action on the resource. 
